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Abstract—This paper investigates the differentially pri-
vate output consensus problem of continuous-time het-
erogeneous multi-agent systems. An algorithm blending
estimation, control and privacy is proposed. To prevent
privacy leakage, each agent constructs an auxiliary variable
regarding to its own initial output, and then adds a non-
decaying noise to this variable. To incorporate the network
bandwidth limitation, each agent quantifies the noisy aux-
iliary variable to 1-bit binary-valued data, and transmits
this data to its neighbours at some impulse time instants.
Based on the received information, each agent builds the
recursive projection algorithm to estimate its neighbours’
auxiliary variables, and updates its own auxiliary variable.
Then, each agent designs its controller by using its own
state and auxiliary variable to achieve the mean-square
output consensus. To characterize the degree of privacy
protection, the differential privacy index of the proposed
mechanism is derived. Compared with the existing works,
this paper only needs 1-bit communication bandwidth, and
the control signals are not required to constantly feed back
to the original system. From the aspect of quantization and
control, the communication resources can be conserved.
An example is presented to illustrate the effectiveness of
the theoretical results.

Index Terms— Differentially private consensus, hetero-
geneous multi-agent systems, binary-valued communica-
tions, recursive projection algorithm, impulsive control.

[. INTRODUCTION

Consensus of multi-agent systems (MASs) represents a state
where multiple autonomous agents, each with their own ob-
jectives, capabilities, and perspectives, come to an agreement
or alignment on a particular aspect of their collective behavior
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or decision. In many practical fields, consensus algorithms are
widely applied, including in the power industry [1], [2], multi-
spacecraft systems [3], and multi-vehicle coordination [4], etc.
In reality, to prevent external eavesdroppers from stealing real
communication information, it is imperative to factor in the
necessity of privacy protection while striving for consensus.

Differential privacy is one of the main methods of privacy
protection, and can precisely characterize the degree of protec-
tion by properly choosing some parameters [5], [6]. Another
common approach to privacy protection is cryptography, which
involves transforming data into an encrypted form and can
only be deciphered by the receivers possessing the correct key.
Cryptography-based methods can achieve perfect accuracy
but often require more computational resources. In contrast,
differential privacy offers the advantage of low computational
cost, but at the expense of reduced accuracy. In recent years,
differentially private consensus has received widespread atten-
tion, and some efficient algorithms have been proposed. For
example, [7] proposed an algorithm concerning differential
privacy and resilient consensus for MASs by adding expo-
nentially decaying privacy noises. [8], [9] proposed differen-
tially private consensus algorithms for continuous-time and
discrete-time MASs by adding non-decaying privacy noises
with time-invariant variances, respectively. Furthermore, [10]
developed a differentially private bipartite consensus algorithm
by adding non-decaying privacy noises with time-varying
variances. However, all the works [7]-[10] require infinite-
bit communication data, which is impractical in real network.
Consequently, it is necessary to consider the case with finite-
bit bandwidth and quantized communication data.

Many quantized communication techniques can be em-
ployed for conserving communication resources, such as
infinite-level quantization [11], [12] and finite-level quantiza-
tion [13]-[15]. Recently, differentially private consensus under
quantized communications has been one of active areas, and
some important works have been published [16], [17]. In [16],
[17], the differentially private consensus problems of first-
order and second-order homogeneous MASs with quantized
communications were addressed, respectively. In these two
works, the transmitted data is generated by the multi-level
uniform quantizer. And the privacy noises are required to be
exponentially decaying, which may cause privacy leakage as
time goes on. Thus, it is necessary to investigate differentially
private consensus with non-decaying privacy noises under
quantized communications. Except for quantized communica-
tions, low-frequency updating control strategies can be adopted
to conserve communication resources. These strategies in-
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clude, but are not limited to, event-triggered control [18],
[19] and impulsive control [20], [21], etc. Additionally, low-
frequency communication schemes are also good alternative
options, such as event-triggered communication [22], [23] and
impulsive communication [24], [25], etc.

Based on the above discussions, this paper investigates
the differentially private consensus problem of heterogeneous
MASSs under binary-valued communications. The main contri-
butions are summarized as follows.

o A communication scheme is established on binary-valued
information, which is only 1-bit. Thus, the communica-
tion resources can be saved by the scheme of this paper in
comparison to that in [8]. The communication process in
[8] does not consider the effect of bandwidth restriction
and requires infinite-bit transmitted information, which
can cause substantial power consumption. It is true that
binary-valued information is rather imprecise, but each
agent can design the recursive projection algorithm to
estimate its neighbours’ auxiliary variables.

o The privacy noise employed in this paper can be non-
decaying. Consequently, in the sense of privacy protec-
tion, the privacy mechanism in this paper is superior to
those in [16], [17]. The privacy noises in [16], [17] are
required to be exponentially decaying, which is conser-
vative and may result in privacy leakage as time goes on.
Indeed, the non-decaying noise can lead to bad consensus
and estimation effects. To deal with this issue, this paper
utilizes the stochastic approximation approach, in which
the decaying stepsize can mitigate the adverse influence
of this kind of noise.

e An impulsive control protocol is designed to address
the differentially private consensus problem, by which
the control signals are generated and affect the original
system only at some impulsive instants. As a result,
the communication resources can be conserved by the
control protocol of this paper compared with that in
[8]. The state-feedback control strategy adopted in [8]
requires that the control signals constantly feed back to
the original system, which may result in resource waste.
Despite that the constructed impulsive controllers work
only at some impulsive instants, both the consensus error
and the estimation error can be guaranteed to asymptot-
ically converge to zero. In addition, [8] only obtains the
convergence result of consensus error. Besides, this paper
also derives an explicit convergence rate.

The remainder of this paper is organized as follows. Section
2 formulates the considered problem. Section 3 investigates the
convergence and the convergence rates of the consensus error
and the estimation error. Section 4 obtains the privacy index
of the randomized mechanism. Section 5 presents a simulation
example to demonstrate the effectiveness of the theoretical
results. Finally, Section 6 summarizes the main results.
Notations. R represents the set of real numbers. N represents
the set of positive integer numbers. R™*™ represents the
set of real-valued matrices. E represents the mathematical
expectation operator. [P represents the probability operator.
| - |l1 represents the 1-norm. || - || represents the Euclidean

norm or 2-norm. A7 represents the transpose of matrix A.

[I. PROBLEM FORMULATION

Consider the following heterogeneous MAS:

{i‘i(t) = Auzi(t) + Biui(t),
yit) =

Cia(t), M
where i = 1,2,..., N, z;(t) € R™, y;(t) € RP are the system
state and output of the i-th agent, respectively, A; € R™i*™i,
B; € R"x™i (; € RP*™ are known matrices, u;(t) € R™:
is the control input.

The interaction topology among the agents is described
by a directed graph G. (i,j) € G means that there is an
edge between agent ¢ and agent j, and agent 7 can receive
information from agent j. The adjacency matrix is defined
by H = [hij}an, where h;; = 0, hij e Ny if (],2) € g,
and h;; = 0 otherwise. The set of neighbors of agent i is
denoted as N;. The in-degree A‘™ and out-degree A% of agent
i is denoted as A" = 37 .y hij and AJY = 3. Ry,
respectively. G is balanced if and only if A" = A%“t. In
this case, let A; = A = A% for simplicity. The Laplacian
matrix is defined as L = D — H, where D = diag{A",i =
1,...,N}. In this paper, G is assumed to be balanced and
strongly connected.

The work [8] investigates the differentially private output
consensus problem of the system (1). To protect the pri-
vate dataset P = {y;(0),7 = 1,..., N} from the external
eavesdroppers, [8] introduces the following auxiliary variables
& eRPi=1,2,...,N:

&) = 0, t#m,
&) = &i(me—)
FBr-1 e, Pij (05 (Th—1) = &i(Th1)),

2
where the time sequence of information transmission {7}
satisfies 0 = 79 < 71 < < T < Tyl < oo,
and kli>nolo7k = 00, dy = Tk — Thk—1 € [dmin, dmax] With
0 < dmin < dmax» 61(0) = yl(o)» ¢7() = 57() +w7()
is the transmitted information from agent j to agent ¢, each
entry of the private noise w;(-) € RP satisfies ii.d and
obeys the Laplacian distribution, i.e. w;;(-) ~ Lap(0,b), the
distribution function and the associated density function are,
respectively, F(-) and f(z) = dl:;gf) # 0, Br > 0 satisfies
S oreoBr = oo and > 12, A7 < co. Many examples of [y
can satisfy these two conditions, for example, (k_:ﬁ with
v1 > 0 and v € (0.5,1]. For the convenience of analysis, we
take [ = k”—il and v; € N,

From (2), it can be observed that each auxiliary variable &;
only depends on the initial output y;(0) of the original system
(1), and the noisy information ¢;(7;) from the neighbours.
Thus, the leaking risk of private data can be reduced by
transmitting &;(7x) + w;(7x) instead of y; (1) + w; (7).

It should be noted that the transmitted information ¢,(-)
in [8] is infinite-bit. However, in communication field, the
network bandwidth is always limited. Therefore, it is necessary
to reconsider the differentially private consensus problem for
the case of binary-valued communications. In this paper, the
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transmitted information ¢,(7x) is processed by the following Moreover, by (7), (1) can be transformed into
binary-valued quantizer:
ti(t) = Aixi(t), t # 7,
8ij(Th) = L (r) <0} 3) () = @i(r) + Biwi(n) .
where $;;(7%) = (8ij1(Tk), -, Sijp(7))T € RP is the = I+ BiKyi)wi(7y, ) + BiK2,:&i(7,), ®

binary-valued information from agent j to agent ¢, which is
decided by the indicator function I;.y. That is, Sl‘j’l(Tk) =1
if ¢;i(m) < ¥4, and s45,(7%) = O otherwise. Constant
vectors ¥;; € RP are given thresholds, j € N;. In this context,
the observation dataset from the private dataset P becomes
0= {Sij(’Tk),i = ].,...,N,j € N;, k= 0,].,}

Remark 2.1: In real-world applications, thresholds ¥;; are
widely used. For example, the air-fuel ratio (AFR) is a
critical parameter determining the performance, efficiency, and
emissions of internal combustion engines. If the AFR exceeds
the threshold (approximately 14.7:1), the mixture is classified
as lean. Otherwise, the mixture is classified as rich [26]. Other
examples can be found in the ATM ABR traffic control [27],
and identification of binary perceptrons [28], etc.

Based on the binary-valued information s;;(7%), the estima-
tion éij(Tk) (j € N;) of &;(7y) is formulated by the following
recursive projection operator:

éij(Tk) = Hﬂ{éij('rk—l) + L [F (9 — éij(Tk—l))
—sij ()] ¢
} “4)

where IIg(z) is the recursive projection operator defined as
follows:

IIo(2) = argmin ||z — al|, Vz € RP,
a€s

where ) = {a € R? : ||a|| < M}.
By virtue of (4), the second equation of (2) can be recon-
structed as follows:

§i(r) = Gi(mm1) + 7 D hig (G (miet) = &i(mi))- 9)
JEN;

To achieve the output consensus target, the work [8] adopts
the continuous control strategy, which means that the control
signal is constantly generated, and feeds back into the orig-
inal system continuously. In this context, the communication
resources may be wasted. An interesting question is whether
the consensus target can also be achieved via the impulsive
control protocol, by which the control signals are generated
and affect the original system only at some impulsive instants.

To answer the above question, we design the following
impulsive controller:

wlt) =3 [Kuxi(t*) + Ko &(t)|5t—7), (6
k=0

where k € N, K ; and K> ; are the impulsive control gains,
x;(t7) and & (¢t7) denote the left limits of x; and &; at ¢,
respectively, d(-) is the Dirac delta function, and 7 is from

(2).
Then, by (6) we have
{ wi(t) = 0, t# 7,

ui(1g) =

Ky xi(m, ) + Ko:&i(Ty, ). @

where z;(7;7) and z;(7; ) denote the right and left limits of
x; at Ty, respectively. In this paper, it is assumed that for all
keN, Z‘i(T,j_) = x;(7%) and fl(rlj) =& (k).

By (8) we have

zi(m) = (I + BiKy)e % x;(1p 1) + BiKa i&i(Th—1), (9)

The following assumptions are important for the main
results.

Assumption 2.2: (see [8]) For any ¢+ = 1,..., N, there
exists a solution (©;,U;) of the following equation:

A4;9;+BU; = 0,
Co, = I

Assumption 2.3: (i) System (8) is impulsively controllable
[29]. (ii) There exists a solution (K7 ;, K»;) such that (( +
B, K ;)etid —1)©; + B;K>; =0 forany i = 1,..., N.

Remark 2.4: The condition (ii) in Assumption 2.3 is nec-
essary for the main results in Section III. If this condition
is not satisfied, the consensus error will not asymptotically
converge to zero in the mean square sense. If B; is of full
row rank for any ¢ = 1,..., N, then we can design Kj; =
BT (B;BI')~'(I — (I + B;K1,)e*)©; to ensure that (ii)
of Assumption 2.3 holds. When B; is not of full row rank,
the matrix K5 ; may not be explicitly constructed. But we can
still get K5 ; by solving the condition (ii) in Assumption 2.3.
For more details, please refer to Section V.

This paper aims to achieve the output consensus of the
system (1) while protecting the private dataset P.

Definition 2.5: System (1) is said to achieve the mean
square output consensus under the controller (6), if for any
i, it holds limy_e0 E[||yi (1) — & SN, &)%) = 0.

Remark 2.6: By noting &;(0) = y;(0) and from (5), we can
get that &;(7;,) depends on y;(0). Therefore, it is important
to protect the private dataset P since the consensus target is
related to P.

For any k£ € N, by (1) and Assumption 2.2, we have

Yi(Th) — & Sy &il)
X&)
= Cizi(mi) — &) + &(Te) — & Zfil &i(r)
= Ci(zi(m) — ©iki(m)) + &ilm) — 2 N, Ei(Tk()io)
Let (k) = i(75) — ©:&i(m,) and &(m,) = &(m3) —
%3N & (k). Then, if limy oo E[[lzci(r2)[?] = 0 and
limy o0 E[[|& (72)[|?] = 0, then it holds limy o0 B [||y:(7%)

_% Ei]i1§i(7k)||2] = 0. In the forthcoming sections, we
mainly analyze z.;(7) and & (7%).

= Cizi(m) — %
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1. CONVERGENCE AND CONVERGENCE RATE

This section investigates the convergence and convergence
rates of (1) and 51(77?) To this end, some useful transfor-
mations of z;(7) and &;(7y;) are needed as follows.

According to (5), (9) and the definition of z.;(7;) below
(10), we can obtain

Tei ()
= zi(m) — ©i&(7k)
= (I + B;Ky;)e?i%x;(th_1) + (BiKa,; — ©0;)&(-1)

—2i 3 e, hij (i (Te=1) — &i(Th—1))
= (I+ BiKl_’i)eAidkxci(Tk—l)
+[(I + BiKy,)e*%0; + B Ky ; — 0;]&(1p-1)

— 2 Y e, hij (i (Te=1) — &i(Tr—1)).-
(an

From Assumption 2.3 (ii), we can transform (11) into

xci(Tk) = (I"‘BiKl’i)eAidk(ECi(Tk,l)
— 2 Y e, hij (&5 (Te=1) — &il(Th—1)).-
(12)
_ T ¢ _ ¢ c \T _
Let Te = (:Ecl»"'ach) 35 - (517”'751\/’) 5 A -
diag{Al,...7AN}, B = diag{Bl,...,BN}, Kl =
diag{K171,...,K17N}, e = diag{@l,...,@N}, e =
(517‘1’"'7517“A17527“A1+1""’627‘A1+A27"'7

T, e = &;

ENTA1+...+AN,1+17 e ,ENTAlJr:.JrAN) s — fj. Then,
by (12) and the definition of &;(7;) below (10), we have

v.(thy1) = (I + BK;)eA%+12.(m)
+12 (L ® L)Em) — (H © L)e(m)],
Erer1) = [Un-— L) ®Ip]€( k)
+95 (JH ® I))e(y),
_ (13)
where L is the Laplacian matrix, H= (hlr1 ey hml,
hN7A1+ AN g1 hN7A1+...+AN) with  hy; =
(O, cee hij yen ,O)T, hij is the element of
~

i th position
the adjacency matrix H, and J =
1=(1,...,D)7T.

Before proceeding with the convergence and convergence
rates of x;(7x) and éi(Tk), we need the following bounded-
ness result for &; (7).

Lemma 3.1: For any k > v1A; and any ¢ = 1,...,
inequality ||&;(7%)|| < M holds.

Proof. From (5), we have

Iy — £117 with

N, the

l/lA

&i(1i) = (1 = ——)&i(7e-1) +— > hijéij(teo1). (14)

JEN;

By (4), we can get that Hé” (76)|| < M for any k. Thus, when
Let ||&;(x+)|| < M hold for some k* > v1A;. Then, by (14),

we can get that

€i(Tes1)ll <

N

I =

(
= M.

()| + k*l AN M
*+’1)M+ g AiM

IA

By the mathematical induction method, the inequality
[I€: ()|l < M holds for any k > 11 A; and any ¢ =1,..., N.
The proof is completed. |

Remark 3.2: For the convenience of analysis, it is required
that h;; € N for (j,4) € G, and 11 € N4. For the case that
hij > 0 and v, > 0, Lemma 3.1 can also be proved by taking
proper 4 such that 11 A; € N, for any 3.

Construct three Lyapunov functions as Vi(k) =
E §T(Tk:)§(7k) . Va(k) = Elal(m)ze(n)]. Vs(k) =
E|[eT (r)e(%)|. Based on Lemma 3.1, we can obtain the

following three lemmas concerning the relationship among

Vi(k) (i = 1,2,3), which are important to derive the

convergence and convergence rates of () and & (7).
Lemma 3.3: For any k > wviApax, where Ap., =

max{A;,i =1,..., N}, the following inequality holds:
Vi(k+1)
% V2| L v
< 1 2D+ G+ R el Vich)

o Va (k) + A,

(15)
where L = L5L with A (L) < M(L) < ... < An(L),
=(J - k’fﬁlL)H ® I,, v1 > 0 is an arbitrary constant and

A1 > 0 is a constant.
Proof. From (13), and by noting JL = LJ = L, we have

E{€7(n) [(In — 5 D)* ® L) E(m)
+13111£T(Tk)[(‘]_ kﬁlL)H®I} &(7k)

2 -~
it ()T I @ $)e(n) }.
) (16)
By Lemma 3.1, and by noting €;; = &; — &;, we know that
e(7x) is bounded for any k > v1 Apyax. Then, (16) yields

Vi(k+1) =

Vl(k -+ 1)
< E{&(n)[(n - ,:;1L>2 ® I,)é(m)
+ 2587 (n)[(J - B4 D H @ L)e(me) + iy }

< [1- @)+ z,ﬂl')‘ﬁm;w 12]vatk)

+orttr Va(k) + gzl

The proof is completed. |
Lemma 3.4: For any k > v1 Ay, the following inequality
holds:

Vak+1) < SplOL @ L)|PVi(k)

+(1+ 022390 | 312V (k)

+mmPH e I )P Va(k )‘*‘ﬁA%
a7



AUTHOR et al.: TITLE 5
2 ~,
where ® = (I+BK{)eA%+1, ~y > 0 and 3 > 0 are arbitrary +(,€2%)2§T(Tk)(LT ®1,)(QT ® I,)
constants, and Ay > 0 is a constant. R
Proof. Similar to the proof of Lemma 3.3, we can get X [F (79 - f(ﬂc)) - S(Tk+1)] }, k > v1Amax;
1) < E{ TP
‘/Q(k"' ) (Tk) xc(Tk) where Q = (qlTl’""qlr/\ﬂ""qNTA1+4-4+AN,1+17"'7
T .
+ 242l (n)eTe(L o I D)E(TR) ANva 4 ony)  With g5 = (0, 1 ,...,0)T, and
%4 ( )(I)T@(’}-[ 1 ) n Ao j th position
T rriTe \Tk p)€(Tk Gz U= (V1ry,--- s D1ra, s s ONPa 1Ay 1r e
T
< Lule ® L)|*Vi(k) ﬁNrA”"'“N.) ) 2
o Next, we mainly analyze the term 2%e” () [] — 5 (Q ®
vi(y2t+73 2 ~ ~
H(1 4+ 25T )02 Va (k) L)(H® Ip)]T [F (9 —&(7k)) — 5(7k+1)]. The other terms in
v1 A : ‘ CD .
+m||@ (H @ L)|2Va(k) + S (12)4can ptc;lelAther rglzkl)te.d to Vi (k) (i = 1,2,3) or rewritten as
Tz Wi 4 > 0 being a constant.
The proof is completed. B Define a o-algebra as Dy = o{yi(0),wi(n),i=1,...,N,l =

Lemma 3.5: For any k > 11 A, the following inequality
holds:

Va(k+1)

v [ Wal?

V1 Amin (U2 +03)
bty )+ utmuaf e

k+1

IN

+ [+ -

vi®sl?y _ 2vifm A
(25 [ Va(k) + gy

) —

(18)
where U3 = (Q®L,)(H®1,), ¥y = (QRL,)(L®1L,), fm =

l nlain {fi(Fmax+M)} with Fppax = m]abvxje {19”} Yy >
=1,...,p
0 is an arbitrary constant, and As > 0 is a constant

Proof. By Lemma 3.1, ||£;(7%)|| < M holds for any j and
any k > v1Amax. Thus, z;(7) = IIar(z;(7%)) holds for any
j and any k > vy Apax. From (4) to (5), we have

lless (Tht1)
= 1€ (Tet1) = & (Trta) |l
= Hﬂg{éj(m) + 345 (F (9 — &; (1))
—5ij(Ti41)) } — o (fj(TkH))H
— &ij(mh)) — 515 (T11))
= &)

IN

€ij (k) + 51 (F (94

— 245 Y ha(ulme) k> 1 Amas,
leN]‘

which yields
Va(k+1)
< E{ET

PH(Q@ L) (H @ L) e(n)

+ €T (1) (Q © L) (L © 1) | *E(m)
ke [F(0 — &) — s(rien)|?

+ 2T () [ - 21(Qe L) H® L)

x(Q® I,)(L ® I,)é(n,)
+2a T () [ - 25 (Qe L) H @ L)
x[F (ﬁ_é(Tk))_S(TkH)]

19)

., k}. Then both &;;(x) and £;(7x) are Dj, measurable,
which yield e(7x) is also Dy, measurable.
Similar to the proofs of Lemma 3.5 in [19] and Lemma 2 in
[30], we have

B{ 2" ()1 - @@ L)(H @ 1))
x[F(9 - &(n)) - S(Tk+1)]} (20)
S _ 21

As
k+1 m‘/?)(k) + Wv

where Ay > 0 is a constant.
Thus, by (19) and (20), we can obtain

Va(k +1)
< 2RV + [0+ )1 - el
+ ) — 2t ] Vi(k) + gy,
The proof is completed. i

Now, based on Lemmas 3.3-3.5, we are in a position to
propose the following theorem concerning the convergence
and convergence rates of x.;(73) and é(ﬂc).

Theorem 3.6: Let V (k) = Zle V; (k). Then, the following
result holds as k — oo:

O(zvs) if 0<un¥s<l,
Vi(k)=<¢ O(k), if r¥s =1,
O(%), Zf Vs >1,
2
where U5 = 2)\o(L) — He(L@I i Hq;i” — 7| Wal]?, 71,

U, and L are from Lemma 3 3, o is from Lemma 3.4, v4
and ¥, are from Lemma 3.5, © is below (12).
Proof. From Lemmas 3.3-3.5, we have

V(k+1)
v V2| L v (21)
< (1 Zag(D) + BIEL 4 s py2
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e O @ )P + 5ty 12l Vi (k)

+(1+ 202200)) | 312 Vy (k)

Amin (U +0 2
(4 ) (1 - Amen ) g ?)

2v1 fm v v
“Zafe g s g e sllO(H @ 1) Va(k)
A
R
= an(k)Va(k) + az(k)Va(k) + as(k)Vs(k) + G

where A4 > 0 is a constant.
From Assumption 2.3, and by noting dy € [dmin, dmax), We
can select appropriate parameters v; (i = 1,2,3,4) and K,
such that max{az(k), as(k)} < ai(k). Thus, (21) yields
2017112

villL| } Ay

V(k —. (22
(k+1)2 ( )+(k+1)2 @2)
Since éij(Tk) and &; () are bounded, V;(k) (i = 1,2,3) and
V (k) are also bounded. Therefore, (22) yields

1/1\115
k+1

Vik+1) < [1-

Vl\I’g) AG
Vk+1) <[(1- V(Ek)+ — 23
k+1<(1-753) B+ e Y
where Ag > 0 is a constant.
By Lemma 3.8 in [19] and Lemma 4 in [14], we have
O(k,/ll\l,5)7 0<1nPs <1,
V(k)=14 O(&%), nV¥s =1,
O(%), s > 1.
The proof is completed. i
Remark 3.7: By Theorem 3.6, we can get that

limy,y 00 Ef||zci () [|?] = 0 and limy,_, 0 ]%l”gi(Tk)HQ] -0,
thereby yielding limy,_,o0 E ||y (%) — & D inq & (7w)[12] = 0.
If the impulsive controller (6) becomes the state-feedback
form w;(t) = K1 x;(t) + K2,;&(t) as shown in [8], then it
holds limy o0 E[[lys(t) — & SN &()]?] = 0.

Remark 3.8: The main novelty of this paper lies in three
aspects: privacy noise design, communication scheme, and
control strategy. (i) The privacy noise w in (2) is non-
decaying, providing stronger privacy protection compared to
the exponentially decaying noises used in [16], [17]. (ii) The
1-bit communication scheme (3) significantly reduces resource
consumption and bandwidth requirements compared to the
infinite-bit transmission scheme in [8]. (iii) The generation,
processing and transmission of control signals always consume
power. In the designed impulsive control protocol (6), control
signals are generated and affect the original system only at
some impulsive instants. Thus, the control protocol (6) can
save communication resources compared to the continuous
state-feedback strategy in [8].

IV. PRIVACY ANALYSIS

In this section, we investigate the differential privacy index
of the proposed algorithm. In Section 2, we define a private
dataset as P = {y;(0),¢ = 1,...,N}. Before giving the

definition of differential privacy, we define another private
dataset as P’ = {y;(0),i =1,...,N}.

Definition 4.1: ([6], [8]) Given a time horizon T' > 0 and
a parameter ¢ > (. For any subset @; C R” and any two
datasets D and D', a randomized mechanism M : D(D’') —
O is said to be e-differentially private up to time 7" — 1, if it
holds that P[M(D) € O;] < efIP-P'IhP[M(D') € O4].

To obtain the differential privacy index, we need the sensi-
tivity of a randomized mechanism as follows.

Definition 4.2: ([8]) The sensitivity of a randomized mech-
anism 1is

sup [o(P, O)(7-1) — p(P’, O) (1) |I1
P,P,O P =P|x

where p(P,O)(r) = (ePC(m),i = 1,2,...,N} and
p(P'.O)m) = {e C(m)i = 1.2.... . N}, & (m) is
from (5) and is related to the private dataset P and the
observatign dataset O, which is given below (3). Correspond-
ingly, fZD ’O(Tk) is related to the private dataset P’ and the
observation dataset O.

Theorem 4.3: The sensitivity S(7) satisfies

S(m) =

, (24)

1, k=1,
k—2

S(me) = l[[()(% ~1), 2<k<viApa (25
07 k > VlAmaxa

where vy is from (2), Apax = max{A;,i=1,...,N}.
Proof. For the private datasets P and P’, the generated
observation datasets O are the same, ie. O = {s;;(7%),1 =
1,...,N,j € N;,k = 0,1,...}. Thus, the estimations
éij(Tk) (1t =1,2,...,N,j € N;) can be constructed as (4)
for both P and P’. Then, by (5) we have

&7 (m1) — € ()
= (1- 452l (moa) — €O (mon)).

For each 7 and any k > v1A;, by (26) we have 533’0(779,1) -
€7 (74_1) = 0. Thus, for k > 4 Apyay. it holds S(r,) = 0.
The rest of proof is similar to that of Theorem 3.4 in [8], so
it is omitted here. The proof is completed. i

The following theorem shows the differential privacy index
€ based on Theorem 4.3.

Theorem 4.4: The differential privacy index £ over time
horizon T satisfies ¢ = M, where b is from (2).
Proof. The proof is similar to that of Theorem 3.5 in [8], so
it is omitted here.

Remark 4.5: In [8], S(7) is defined as follows

(26)

1, k=1,
_ k—2
S(Tk) N H (1 - ﬁZAmin)a k 2 27 (27)
=0

where A, = min{A;,i = 1,..., N}, and S satisfies (i)
Do B = 00, (i) Yop2, By < o0, (i) fr < x-—. Based
on (27%, the differential privacy index ¢ is also derived as
€= M In Theorem 4.3, we only require [ satisfies
(1) and (ii). If B; also satisfies (iii), then (25) will become
(27). In some contexts, € in this paper is smaller than that in
[8]. For example, let A; = 1 for any ¢ and T be sufficiently
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k=2,10

large. In (25), let 11 = 10. Then, S(7) = [[,— (7 )
for 2 < k < 10 and S(7x) = 0 for & > 10, which yield
e =4+, TIg (2% —1)] < oo, In (27), let By = 715.
Then, S(7;) = 1 and ¢ = %Zgzl 1. When T — oo, it
holds that Zgﬂ% — 00 and € — oo. Based on the above
analysis, € in this paper is smaller than that in [8] for some
cases, which means the privacy performance can be enhanced.
Moreover, it can be concluded from the expression of the index
€ in Theorem 4.4 that the larger the parameter b of privacy
noise is, the smaller the index e is, thereby enhancing privacy
protection. However, this improvement in privacy comes at the
cost of reduced accuracy, as larger value of b inevitably yields
larger value of variance and degrades accuracy.

Remark 4.6: This paper proposes an algorithm that blends
estimation, control, and privacy to address the differentially
private output consensus problem of the system (1). The main
steps of this algorithm can be summarized as follows.
Estimation: Each agent designs the recursive projection oper-
ator (4) to estimate its neighbours’ auxiliary variables.
Control: Based on its own system state and auxiliary variable,
each agent constructs the impulsive controller (6) to achieve
the mean-square output consensus with a convergence rate.
Privacy: By the sensitivity (25), each agent obtains the dif-
ferential privacy index of the proposed algorithm as shown in
Theorem 4.4.

V. SIMULATION

Consider the system (1) with parameters A; = ( 3 614 >

Bi=( ) 0 ).ci=00.0,=107. 0= (-0,
a; = —0.3+ 044, b = —0.2+ 044, e, = —1.6 + 0.61,
0 1 0 0 0 O
i€ Ni, and A; = 0 0 1 , B = b; 0 0 |,
a; e fi 0 b 0
C;i=(100),0,=0100"0U=(0 —%0)7, a =

1.3-0.3(i—5), b; =2.2—0.2(i —5), ; = 3.4 — 0.4(i — 5),
fi=—0.1-0.3( —5), i € Ny, where N7 = {1,2,3,4,5}
and N> = {6,7,8,9,10}. The network topology is shown in
Fig.1. For (j,7) € G, h;; = 1.

In this case, the initial value of the system output is
y(0) = [10,20,30,40, 50, 60,70, 80,90, 100]7. Moreover,
some system parameters are chosen as ;;(0) =
9,19, 19,29, 39,39, 49,49, 59, 59, 69, 69, 79, 89, 89, 99,
i=1,...,10, j € N;, M = 100, ¥;; = 0, v; = 41. The
random noises obey the Laplacian distribution with each
element satisfying w; ;(-) ~ Lap(0, 1).

To achieve the control target, the impulsive controller (6) for

each agent is respectively designed with the control gain matri-

N G T P i

(o 22 ) = (8 2 ) s -

(—01 _0(')%9 > Kis = —_0%1 —8.1 _0601 |
0 -0.1 -0.9

-1 —0.1 -0.1
Kir = -01 0 0 |, Kis =
0 -01 -0.9
-1.5 —-0.1 -0.1 -1.8 -0.1 -0.1
-0.1 0 0 |, Kig=1-01 0 0 |,
0 -01 -08 0 -03 -09
-1.9 -0.11 -0.11
Kiiwo=[-01 0 0 |, Koz = (5.7578 0)7,
0 -01 —07
Kyp = (01428 0)T, Ky3 = (0.7745 0)T,
Ksy = (02727 0)T, Koz = (0.2230 0)7, Ko =

(0.6111 — 0.4526 0)T, Ky7 = (0.6517 — 0.4958 0)7,
Kss = (1.0791 —0.5505 0)T, K59 = (1.2867 —0.6215 0)T,
Ky = (1.2845 — 0.7168 0)”. The time sequence of
information transmission {74} satisfies 7, = 0.1k. With the
recursive projection operator (4) and the impulsive controller
(6), the differentially private output consensus of the system
(1) can be achieved. Fig.2 describes the simulation results
of the system outputs. Fig.3 shows the simulation results of
the auxiliary variables &;(7). Fig.4 shows the estimation
results. Fig.5 shows the simulation result of V; (k) with the
algorithms in this paper and in [14], which demonstrates that
the convergence speed of Vi (k) in this paper is faster than
that in [14].

Fig. 1.

Network topology.
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Fig.2. Trajectories of system outputs y;(7) and
1«10
10 Zi:1 fi(Tk)-

VI. CONCLUSION

In this paper, the differentially private output consen-
sus problem of continuous-time heterogeneous MASs under
binary-valued communications has been addressed. By con-
structing a recursive projection algorithm and designing an
impulsive controller, the mean-square output consensus with a
convergence rate has been achieved. Moreover, the differential
privacy index of the proposed mechanism has been obtained.
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Fig.5. Trajectory of Vi (k).
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